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A practical, student-friendly outline

covering what Is OSWASP, .1 - Introduction LESSONS
to OSWASP Top 10, top 10 Web Application 0
Security Risks, .1 - Overview of Risks...
FORMAT
Self-paced
Module Breakdown
MODULE 1 MODULE 1
What Is OSWASP .1 - Introduction to OSWASP Top 10
MODULE 2 MODULE 2

Top 10 Web Application Security
Risks

MODULE 2

.2 - Injection

MODULE 2

.4 - Sensitive Data Exposure

MODULE 2

.6 - Broken Access Control

.1 - Overview of Risks We Will
Explore

MODULE 2

.3 - Broken Authentication

MODULE 2
.5 - XML External Entities (XXE)

MODULE 2

.7 - Security Misconfiguration
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Module Breakdown (continued)

MODULE 2 MODULE 2

.8 - Cross-Site Scripting XSS .9 - Insecure Deserialization

MODULE 2 MODULE 2

.10 - Using Vulnerable Components .11 - Insufficient Logging and
Monitoring

MODULE 2

.12 - Course Conclusion
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